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INTRODUCTION
International border security initiatives at Sandia National Laboratories (SNL) first began in the mid-1990's when it was hypothesized that the basic framework taken from Sandia's physical protection philosophies and practices could be applied in a border security context. Historically, SNL has maintained a very strong proficiency in physical protection methodologies, and staff and visiting scholars alike began an attempt to bridge the knowledge across these two fields of study. Since then, international border security proposals, projects, and programs have grown considerably at the Labs. Sandia's role is primarily focused on border security systems development, systems and technologies integration, testing and evaluation, assessment and reassessment, personnel training, and technologies development (based upon requirements of our partner, the host country, and the availability of previously developed technologies).
BORDER SECURITY OVERVIEW
Border security, in essence, means the ability to control movement across national borders. National borders include official ports of entry on land, at sea, and in the air. National borders also include the areas in between the official entry points, known as frontier borders. Movement across these borders can be legal or illegal, and can include: people, goods, drugs, weapons, etc. The U.S. Department of Homeland Security (DHS) has identified five main objectives that a border management system must achieve; objectives that can easily be applied in an international context. These objectives are:
 Protect the Nation from Dangerous People;  Protect the Nation from Dangerous Goods;  Protect Critical Infrastructure;  Strengthen Preparedness and Emergency Response Capabilities; and  Strengthen and Unify National Border Security Operations and Management Capabilities.
Threat definition is critical to border security operations in a national context, and directly relates to the role of the International Border Management Systems (IBMS) Program at the Lab. Sandia National Laboratories maintains advanced border security expertise in regards to chemical, biological, radiological, and nuclear (CBRN) threats. Regardless of the specific threat a country may face, SNL has developed and continues to maintain numerous tools, technologies, and techniques to identify, respond, and mitigate CBRN threats in a border security context. Specific capabilities of the Labs will be discussed later in the paper.
SNL VISION FOR BORDER SECURITY
The vision for Sandia National Laboratories is to provide science and technology support for international projects on border security. "The Arabian Peninsula commands significant US attention and focus because of its importance to our interests and the potential for insecurity. These Arab states on the Peninsula are the nations of the AOR most politically and commercially connected to the US and Europe. They are more developed economically and collectively wield defense forces far larger than any of their neighbors, and they are major providers of the world's energy resources. However, many Gulf Arabs suffer from degrees of disenfranchisement and economic inequity, and some areas of the Peninsula contain extremist sentiment and proselytizing. As a result, the Peninsula has been a significant source of funding and manpower for extremist groups and foreign fighters. These internal troubles are often aggravated and intensified by external factors, such as the Iranian regime's destabilizing behavior, instability in the Palestinian territories and southern Lebanon, the conflict in Iraq, and weapons proliferation.
PARTNER
Because of the Peninsula's importance and its numerous common security challenges, the countries of the Arabian Peninsula are key partners in the developing regional security network described above. CENTCOM ground, air, maritime, and special operations forces participate in numerous operations and training events, bilateral and multilateral, with our partners from the Peninsula. We help develop indigenous capabilities for counter terrorism; border, maritime, and critical infrastructure security; and deterring Iranian aggression. As a part of all this, our FMS and FMF programs are helping to improve the capabilities and interoperability of our partners' forces. We are also working toward an integrated air and missile defense network for the Gulf. All of these cooperative efforts are facilitated by the critical base and port facilities that Bahrain, Kuwait, Qatar, the UAE, and others provide for US forces." The INTERNATIONAL BORDER MANAGEMENT SYSTEMS PROGRAM (IBMS) was founded under the Global Security Programs at Sandia, and is located in the International Programs Building (IPB). The IBMS Program was created to provide country requirements assessment, training for all levels of border security personnel, and guidance on border management systems development, including border analyses, development of enhancement recommendations, and test of proposed technologies prior to purchase and reinstallation. The IBMS Program provides training in physical security, cooperative monitoring, export control, and overall border security systems. The Program has also developed several process methodologies, including: systems analysis, design process, threat models, event analysis, and testing and evaluation of border management systems.
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BORDER SECURITY CAPABILITIES
Recently, Sandia has initiated a NUCLEAR SECURITY CENTER FOR EXCELLENCE (NSCOE), located in Albuquerque, NM. The NSCOE was initially developed to address the need for a system-level, hands-on Physical Protection System (PPS) demonstration, training and operation area. Now, the IBMS Program is collaborating with the NSCOE to develop hands-on border security training opportunities within this initiative. Specific capabilities and facilities within the NSCOE include: 
IMPLEMENTATION STRATEGY
The SNL Implementation Strategy depends upon our partners' strategic needs and goals. Generally speaking, Sandia will pursue long-term objectives with our partners.
Sandia National Laboratories has developed and maintained numerous technologies and approaches that work to strengthen a border security system. Yes before a long-term engagement strategy can even be formulated, SNL and CENTCOM must first establish a common vocabulary and definitions for the project. The goals and objectives must be clearly identified and understood by both sides. Then, the available tools, approaches, and expertise should be identified and evaluated -essentially, a gap analysis must be performed (we must determine if all the necessary tools are available in order to reach the stated objectives). After this is complete the team must verify the approach, complete the initial systems design, and being the implementation process. Assessment and refinement activities will continue if necessary. The visual below helps illustrate the process of developing a border security system.
The following section will give a brief introduction to the SNL "Toolbox", a selection of engagement activities that can be carried out in a host country.
THE TOOLBOX INTERDICTION AND BORDER SECURITY (IBS) WORKSHOP
Lead: SNL Location: Partner Country Content: The Interdiction and Border Security (IBS) Workshop provides a high level overview of border security systems and methodologies. This 3-5 day workshop will cover 10 modules in a classroom setting. Modules will include:  Border Management Constraints and Challenges  Border Management Systems Model  National Level Considerations  Analyzing a Sector  Sector Equipment Material Capabilities  Sector Personnel  Event Analysis  Determining Sector Enhancements  Prioritization  Next Steps/Engagement Opportunities Goal: Introduce participants to SNL's systems approach to border security and identify members of the Technical Working Group who will participate in subsequent Steps. We need to keep the same group of people for every step. Consistency is essential!
HANDS-ON TRAINING OF BORDER SECURITY TECHNOLOGIES
Lead: SNL and DHS/CBP Location: USA Content: International Border Interdiction Training (IBIT I) -IBIT I is designed to provide hands-on training for foreign customs and border guard agencies in the detection, identification, and interdiction of contraband with an emphasis on countering the cross-border proliferation of weapons of mass destruction, conventional arms, and related materials. The course will stress risk targeting, use of low and high-tech tools and equipment, tactical radio communications, sensor usage and placement, hidden compartment detection, seizure of documents, automated targeting systems, hazardous materials, anti-terrorism and behavioral analysis, as well as, a range of inspection and detection techniques applicable to all types of contraband. Practical exercises will include search of vehicles, pedestrians, commercial cargo, and large commercial carriers. Participants will take part in a tabletop exercise based on the role of borders during a radiological dispersion devise (RDD) detonation event. Participants will be encouraged to discuss border management and WMD-related issues specific to their country in order to facilitate the continuing cooperative engagement with CENTCOM and Sandia National Laboratories.
BORDER EXCHANGE WORKSHOP
BORDER SECURITY TECHNOLOGIES IN PARTNER COUNTRY
Lead: SNL and DHS/CBP Location: Partner Country Content: International Border Interdiction Training (IBIT II) -IBIT II is designed to refresh skills previously presented at a U.S. Port of Entry during IBIT I by conducting practical exercises at the critical port(s) of entry identified by the host nation. Emphasis will be placed on a multi-layered enforcement approach, as utilized by CBP in its own operating environment. Skills and knowledge required for carrying out effective inspection, detection, cargo and passenger processing, and contraband seizure will be covered. The end goal of the program is to build an internal train-the-trainer capacity and eventually infuse the curriculum into the formal training academy of the host nation.
VISITING RESEARCH SCHOLAR (VRS) PROGRAM
Lead: SNL Location: Albuquerque, New Mexico Content: Individuals who have successfully completed previous border security workshops and trainings will be invited to participate in SNL's Visiting Research Scholar's (VRS) Program. These individuals will explore how technology can support the development and implementation of security policy and agreements in their home country. Participants will live and work in Albuquerque, NM for 3-6 months.
ADDITIONAL TOOLS:
 Integrate DOE/NNSA Export Control trainings in partner country, and correlate to border security methodologies. 
FUTURE OF BORDER SECURITY AT THE LABORATORIES
The most critical element of the IBMS Program at the Sandia National Laboratories is to coordinate and finalize a long-term strategy with our partner; CENTCOM. Once we have a stable foundation of objectives, we can begin to strengthen our core capabilities to help achieve these objectives. For example, the IBMS Program can invest in the continued development of the NUCLEAR SECURITY CENTER OF EXCELLENCE (NSCOE) in Albuquerque, NM. Specifically, incorporating more border security technologies in the pre-existing training facilities in the NSCOE would be a critical asset to the Program, our partner, and our host countries.
Other areas of future growth could include:
 Gap Analysis  Team Development  Collaboration with other USG agencies involved in border security -utilizing other training opportunities and subject matter expertise.  Establish International Border Security Standards/Best Practices  Specific tools/technologies/capabilities SNL needs to reach the overall vision of CENTCOM?  Others…
OTHER PARTNERS
In addition to the SNL/CENTCOM partnership, Sandia works directly with the following partners in the area of border security.
 United States Army Central Command (ARCENT)
o Goal is to help strengthen foreign partner's border security system to eliminate broad security threats, particularly terrorism and WMD-related threats.  Department of Energy (DOE)/National Nuclear Security Administration (NNSA) Megaports Initiative o Goal is to help strengthen foreign partner's port security systems to mitigate the threat from the illegal movement of commodities, specifically WMD-related materials.  Department of Energy (DOE)/National Nuclear Security Administration (NNSA) NA-24
International Nonproliferation Export Control Program (INECP) o Goal is to help strengthen foreign partner's export control systems to mitigate the threat from the illicit trafficking of WMD-related materials, technologies, and equipment. Works in conjunction with export control and border security personnel.  Department of Homeland Security (DHS)/Customs and Border Protection (CBP)  Defense Nuclear Detection Office (DNDO)
APPENDIX 1. BORDER SECURITY IN THE U.S. GOVERNMENT
The following section provides a brief description of other U.S. agencies that are involved in border security work, both domestically and internationally. cooperation among nations, responds to crises, and deters or defeats state and non-state aggression, and supports development and, when necessary, reconstruction in order to establish the conditions for regional security, stability, and prosperity."  Strategic Objectives: CENTCOM "oversees the U.S. efforts in Afghanistan and Iraq and the assistance to Pakistan, as well as a theater-wide campaign against al-Qaeda. We [CENTCOM] are also, of course, working on numerous contingency plans. And, we continue the effort to build partnerships throughout the area of responsibility (AOR), working in concert with our diplomatic colleagues as part of "Whole of Governments" approaches to help increase the capabilities of partner nations' security forces." CENTCOM also provides military support to AOR countries in the arena of border security. For example, CENTCOM forces work collaboratively with Egyptian security forces to monitor the border with the Gaza Strip. Specifically, CENTCOM supports Egyptian efforts to "interdict illicit arms shipments to extremists in Gaza and to prevent the spread of Gaza's instability into Egypt and beyond."
U.S. CENTRAL COMMAND (CENTCOM)

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DEPARTMENT OF HOMELAND SECURITY (DHS)/CUSTOMS AND BORDER PROTECTION (CBP)
 Overview: The U.S. Department of Homeland Security (DHS) works to protect domestic borders from illegal movement of people, drugs, cash, and weapons; Customs and Border Security (CBP) is a component within DHS, and is responsible for facilitating legitimate trade and travel across domestic borders while enforcing hundreds of U.S. regulations (i.e. drug laws and immigration).  Mission: "Prevent and deter terrorist attacks and protect against and respond to threats and hazards to the Nation." including: official ports of entry, in between ports, land, sea, and air.
DEPARTMENT OF STATE 7
 Overview: Created in 1789, the State Department is a federal executive department responsible for international relations for the United States.  Mission: "Advance freedom for the benefit of the American people and the international community by helping to build and sustain a more democratic, secure, and prosperous world composed of well-governed states that respond to the needs of their people, reduce widespread poverty, and act responsibly within the international system."  Strategic Objectives: cross-border criminal investigations (FBI), international drug trafficking investigations and interdiction (DEA), and human rights enforcement (also contains the National Drug Intelligence Center and the National Security Division). DOJ is part of the Border Enforcement and Security Taskforce, an inter-departmental border security effort established in 2006 and spearheaded by the Department of Homeland Security (DHS).
DOMESTIC NUCLEAR DETECTION OFFICE (DNDO)
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 Overview: Resides within the DHS; jointly staffed by representatives from several federal, state, and local government agencies.  Mission: "Improve the Nation's capability to detect and report unauthorized attempts to import, posses, store, develop, or transport nuclear or radiological material for use against the Nation, and to further enhance this capability over time."  Strategic Objectives:
o Develop the global nuclear detection and reporting architecture; o Develop, acquire, and support the domestic nuclear detection and reporting system; o Fully characterize detector system performance before deployment; o Establish situational awareness through information sharing and analysis; o Establish operation protocols to ensure detection leads to effective response; o Conduct a transformational research and development program; and o Establish the National Technical Nuclear Forensics Center to provide planning, integration, and improvements to USG nuclear forensics capabilities.  AOR: Primarily focused on domestic detection; does coordinate with U.S. efforts overseas through the design of a "global nuclear detection architecture". 
